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YES NO NIST Compliance ISO 27002:2022 Compliance
-~ FERE Y
1. S N NIST SP 800-26 11.1 8.7 Protection against malware
2. p e EE S N P EY R NIST SP 800-26 11.1.1 8.7 Protection against malware
3. R R P NIST SP 800-26 16.2.10 8.21 Security of network services
4. AR R FMEE R NIST SP 800-26 16.2.10 8.26 Application security
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YES NO NIST Compliance ISO 27002:2022 Compliance
requirements
8.26 Applicati it
> LI 23 BMEP FHET 2D - NIST SP 800-26 16.2.1 Application security
requirements
M t of technical
6. T3 RN B B R NIST SP 800-26 1.1.6 8.8 Management of technica
vulnerabilities
7. AFE2pREATrFPEL2RE - NIST SP 800-26 16.3.1 8.22 Web filtering
8. i E Lf'P HWEFP VK TR - NIST SP 800-26 16.2.11 8.21 Security of network services
9. T2 EE ARG P LA NIST SP 800-26 11.2.5 8.7 Protection against malware
10. AFEIRATR AIFHEPRE - NIST SP 800-26 11.2.8 8.12 Data leakage prevention
8.27 t hitect d
1. L3 AWRFRREES 2R NIST SP 800-26 16.2 / Secure system architecture an
engineering principles
12. AT HRPIPERETREZE 2REF - NIST SP 800-26 16.2 8.21 Security of network services
13. B NPT AR RF T RRE Y o NIST SP 800-26 16.2.4 8.23 Segregation in networks
, e , NIST SP 800-26 8.2 Privileged access right
14. RAER T T KRBT P S PR o
AERRRE R ARSI R ORGP 15.2/16.1/16.1.2 8.3 Information Access Restriction
15. PRELE & s LA TG PRk EET o NIST SP 800-26 17.1 8.15 Logging
16. X &Y /EJ i ..«u(IDS) ° NIST SP 800-26 2.1.4/11.2.5 |—
NIST SP 800-26 11.2.5
. 87 2 {37~ &R ki ZHEEERRE o —
17 F ZI L AT BRG] 8 IDS)L 1R NIST SP 800-26 11.2.6
18. A& KRR & 8% SIPS) o NIST SP 800-26 11.2.7 —
19. A FEH LA BT A(IPS)Z FH TR E - NIST SP 800-26 11.2.7 —
20 pPAREZ ARIFHETRLBE 2K - - 8.28 Secure coding
’ HeABRFET LE ; AT Y A &) 8.4 Access to source code
e VIR s , i i
o1, Pl T BTV RNEE YT ER o NIST SP 800-26 16.1.10 8.10 Information deletion

$ o

8.16 Monitoring activities
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YES NO NIST Compliance ISO 27002:2022 Compliance
22 T AT E R VT RG] AGREOT AL NIST SP 800-26 8.10 Information deletion
' we o 16.1.1/16.1.2/16.2.4/16.2.7  |8.16 Monitoring activities
N R o L A Nl ; .10 Inf ti i
23. PRASERLSIFREDRAPTRELTE N N1STSP800-267.2/722 |10 nformation deletion
EERFEE o 8.16 Monitoring activities
T Ok ST g B F 2 B VPR BB B9 O 2R 4 i ;
P AT 1I E R FREER PIRBE P IRR 8.10 Information deletion
24. i , NIST SP 800-26 16.2 . .
gz ThaBiE o 8.16 Monitoring activities
25, FAAATIEILE TR G TR sy o NIST SP 800-26 16.2.5 8.15 Logging
26. PETRIIE {@ £ 5 B o — 8.16 Monitoring activities
27. A2 EHHAF G2 P&y B e d ¥ AR NIST SP 800-26 17.1 8.16 Monitoring activities
8. T A AEE G AR RlRed ATk - — 8.31 Separation .of deve‘lopment,
test and production environments
'PJ\F%,J{ ju(Gﬂ g/i‘ﬁi‘kﬁ : /b‘iL‘éfﬁig)ﬂﬁ T
29. 8.32 Ch t
PRI SR F A - ange managemen
SRR g
591 f infc i
1. L3 FARE AP - NIST SP 800-26 12.1 nventory of information and
other associated assets
591 t fi i
2. LR RHLRTRRE - NIST SP 800-26 2.1.1 9 Inventory of information and
other associated assets
% e N P BB AT R AR R LT S ‘ N .
3. %;}: ;;b ;’ I?f: ST e SR S NIST SP 800-26 16.2.3 7.8 Equipment siting and protection
4. PR A EMEEL R 2y HREL o NIST SP 800-26 16.1.5 7.8 Equipment siting and protection
5. 17 2k q‘ TR A % Fﬁﬁ‘ﬁ NIST SP 800-26 12.2.1 7.8 Equipment siting and protection
6 WE2ERFRIATEA ﬁ B R o NIST SP 800-26 7.1.11 7.6 Working in secure areas.
- =\ %fh 3 4 B~& ;B ] R . 1 -
7. i S f‘ o (MJ 7t USB> L3 AT 6) #8482 P ¥\ ST 5P 80026 7.3/16.2,11 |14 Secure disposal or re-use of
KES T i0up > EF e d@ps R equipment
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o - WAL B - .
YES NO NIST Compliance ISO 27002:2022 Compliance
8. PP TR A PO RA T HRRERE AT TIRE - NIST SP 800-26 16.2.4 8.1 User endpoint devices
, 5.15A trol
9 ERPRIRELT F HP ERES 20 EB NIST SP 800-26 16.2.12 oo COMOT
8.2 Privileged access right
GE: Al J % (b4 USB~ 3353 %) # & 1 p #7|NIST SP 800-26 _
10. 6.7 Remot k
B g E kAR 130 SRR 7.3/16.2.4/16.2.11 SOt WOrkEe
ERRIE T
5.15 Access control
1. i 7 f?i’jﬁﬁi}‘ R A RABE R TRRE - NIST SP 800-26 11.2.3/15.1 |5.16 Identity management
5.17 Authentication information
2 A HPBRE TGRS B )T L E T84 o [NIST SP 800-26 17.1.5 5.18 Access rights
3 AP FMBY GREEE % 33X 2PmivE2 | .
A FERIMEBHEERRLIZ FERT - NIST SP 800-26 11.2.3 —
5. AZEHRFR I ML 2HATE - — —

NIST SP 800-26 8.13 Information backup

6. EETIFHE AR - 0 161 /6505 8.14 Redundancy of information
T processing facilities

,;kz‘/ék—’ %/\ﬁ/"l_&.]» U:J‘AJ%%{ d”‘E [9% g
A FE RGO A ATt (horotB B30 5 48) 14 Sl NIST SP 800-26 16.2.15 8.11 Data masking

AN Ny 5.
8. BREFT G %,ﬁﬁi{@ FEEF A B EE - NIST SP 800-26 16.2.14 8.11 Data masking
5.19 Information security in
supplier relationships
BEE R R Rdae BORF T LR 3% KB~ T A R . ing i i
9. LR %l N A T N R NIST SP 800-26 112 5.20 Addressing information

Y5 o security within supplier agreements
5.22 Monitoring, review and
change management of supplier
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YES NO NIST Compliance ISO 27002:2022 Compliance
services
10. AT TP FTHEE L SRBF - NIST SP 800-26 11.2.5/11.2.6|8.12 Data leakage prevention
11. AT T A TWEF o NIST SP 800-26 11.2.8 8.12 Data leakage prevention
8.13 Information backup
12. AT R HRERARR - NIST SP 800-26 9.2.3 8.14 Redundancy of information
processing facilities
8.13 Information backup
13. TEFPITE I L bthE o NIST SP 800-26 9.1/9.2/9.3  |8.14 Redundancy of information
processing facilities
5.19 Information security in
supplier relationships
oy . » . , 5.20 Addressing information
14. B AT [ R L R PATRRELT G Rk NIST SP 800-26 16.2.5 security withingsupplier agreements
5.22 Monitoring, review and
change management of supplier
services
15. EpEs BRRHRE RS MR T 2R o op 8002673 7.10 Storage media
FHRE o
* ﬁi-%}th FENEAGEOFELTHRELEET o
16. - A2 il Fﬁ’:'ﬁ\?% FEt TR MR T RS | — 7.7 clear desk and clear screen
%ﬂ“i* FEIH S AR E R AAE -
o~ NP IR
L. LE e s Rl R EREFE S NIST SP 800-26 9.1 530 ICT readiness for business
continuity
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YES NO NIST Compliance ISO 27002:2022 Compliance
, 5.30 ICT readi for busi
2. 3P R AP E S R NIST SP 800-26 9.3 -, eAciness TOT DUSIEss
continuity
L e " 5.31 Identification of legal
a1 R A AT EERT U EE G B e ’
3. i '&gi % WP B R BERDRTT B F BRI 0T 5P 80026 6.2.2/623  [statutory, regulatory and contractual
EiS TR ° .
i} " requirements
4. AR L 25l 2 2R 2 22 44 o|NIST SP 800-26 1.1 5.1 Policies for information security
) | M FEaz 2 ERfRE > 22 .. . . .
3. :; I\ ,P FEEH T FRIIRR, LIRE l NIST SP 800-26 1.1.1/1.1.2  |5.1 Policies for information security
! 3] %5 o
5.36 li ith polici d
6. L3+ FHEEE R 2 FRATA Y &2 F §145 %5 o[NISTSP800-26 1.1.3 Compliance with policies an
standards for information security
7. LE B Fhteid  FHRRFR L FRART B o 0pg00-26 1.1.3 >.33 Independent review of
B HldE o information security.
5.24 Information security incident
management planning and
preparation
8. A MR F 2 ERGE LS 0 L F G @ § R T o NIST SP800-26 11.2.6 5.25 Assessment and decision on
information security events
5.26 Response to information
security incidents.
5.31 Identification of legal,
9. AZ2FHLRPE o  MEFREREIFELE R NIST SP 800-26 7.1.11 statutory, regulatory and contractual
requirements
7 A RHY
L a{@ 4\/: i% 2 )ézé’i N BLEERE Rt AR 12 TR NIST SP 800-26 13.1.5 6.3 Inf'onnation s'ec.urity awareness,
LT IR education and training
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YES NO NIST Compliance ISO 27002:2022 Compliance
6.3 Information security awareness,
5 ‘{@ g € R DRI RESRT T EEFT X AR NIST SP 800-26 13.1.5 education and.tre'lining
oo 6.6 Confidentiality or
non-disclosure agreements
3 F'ﬂ-\'c’h In ”I;E—; AREFHEEE T T AT 2R RS NIST SP 800-26 13.1 6.3 Inf.()rrnation s.ec.urity awareness,
™z 1 iTEIE o education and training
4 SRR VES AR SR ERLEEY- X NISTSP800-26 13,13 |0 nfomation security awareness,
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